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The use of automation in the bioanalytical laboratory  

Automated tools and platforms have benefited the bioanalytical laboratory by reducing
method development and data turnaround times. Simultaneously, automation has increased
throughput, data integrity and overall productivity. These benefits have led to reduced costing
and drug development timelines enabling drugs to get to patients faster, which is the ultimate
end goal [1].  

 
Over the past 2 years, research goals and timelines have remained unchanged meaning it was
essential for companies to continue operating as usual, finding innovative ways to overcome
the unprecedented challenges of the COVID-19 pandemic and to deliver quality data to clients
on time [2,3]. During this time, the bioanalytical industry encountered many challenges
particularly for IT support, including national lockdowns, stay-at-home orders, a surge of
cyberattacks and supply-chain issues [3]. As onsite staff schedules were staggered, remote
working increased the value of a robust IT system. The maintenance of an accessible data
interface system that allows the sharing of information, database integration and generation
of metrics and reports, was now more important than ever [2]. Companies realized the
significance of investing in bioanalytical automated platforms that link to robust IT systems,
with businesses continuing to innovate these technologies post the COVID-19 pandemic [1]. 

For laboratory automation to be successful, automated technologies are required to be
integrated into a laboratory information management system (LIMS) to streamline reporting
and data analysis [4]. It is necessary for companies to have an automation strategy whereby
the integrated systems are periodically updated to cater for the developing laboratory needs.
Key drivers for electronic laboratory notebooks include standardized working practices,
increased speed of data review, productivity and decision-making. When implementing an
electronic system data integrity and regulatory compliance are essential [5]. There are
different integrated LIMS systems − developed by equipment vendors − that are designed to
assist laboratories in sample management, data processing, evaluation and reporting [4].
Some examples of core data systems, which are used for business’ day-to-day operations,
include: SCIEX Analyst™, Thermo Fisher Scientific Chromeleon™, Thermo Fisher Scientific
Watson LIMS™ and Certara WinNonlin™. Furthermore, Alturas Analytics developed an in-house
custom electronic laboratory notebook termed Holmes [3]. 
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There are two challenges associated with electronic systems and records. One is 21 CFR
Part 11 compliance. In order to be compliant, all record creating and modification must
be signed off with electronic signature and audit trailed with who, when, where, what
and reason for the change. The second is the fact that the Holmes (formerly Chemical
Inventory Management System (CIMS)) system is not an OTS (Off-The-Shelf) software
application. It is a user workflow driven, purpose-built in-house application. The end

users expect the software to be tailored to the exact workflow in the lab. To accomplish
those, the designer has to have excellent understanding of FDA regulations and the lab

operations. These also add to the complexity of the design and coding of the application.

The Holmes database can audit all materials used in each batch, monitor pipette verification
and is 21 CFR Part 11 compliant with all reference standards. Reagents are assigned unique bar
codes allowing review and tracking of original component items and the system also assigns
bar codes to calibration standards, QCs and solutions. The electronic system tracks drug
concentrations, quantities, storage locations, used equipment and complements the Thermo
Fisher Scientific Watson LIMS™, which mainly tracks unknown samples [2]. Bo Cheng, PhD,
Director of Information Technology at Alturas Analytics (ID, USA), commented on the
challenges of electronic systems and records: 

How companies adapted during the COVID-19 pandemic 

A global challenge of maintaining full operations throughout the pandemic was the restriction
of onsite staff numbers. To overcome this, companies implemented detailed schedules and
resources to ensure study progress. IT support played a pivotal role in employing project
management software that enabled the tracking of available personnel who were onsite
versus offsite. During the restrictions, IT departments also maintained remotely accessed
software that provided information on current project metrics, batch runs, invoices and
contracts in real-time [6]. 
 
However, not all companies had the resources to develop in-house automation capabilities,
which lead to increased outsourcing due to cost and capacity limitations [1]. At Alturas
Analytics, the IT department adapted quickly by provisioning additional equipment, VPN
access and higher bandwidth to allow remote working, regulatory inspectors and auditors to
conduct virtual audits [3].  
 



We implemented or expanded the use of multiple online communication platforms, such
as Zoom and Teams, in order for communication among staff and collaborations with
sponsors working remotely to continue uninterrupted. We also increased our internet

bandwidth and acquired additional VPN authentication devices. Relevant security and
compliance policies were updated and SOPs revised as applicable. Our IT and Quality
Assurance Units introduced the ability to conduct virtual audits. Additional wireless

hotspots were installed throughout the operation in order to accommodate interactive
facility tours – commented Jennifer Zimmer, PhD, Laboratory Director, Alturas Analytics

(ID, USA). 

The new normal of remote audits 

The COVID-19 pandemic disrupted supplier and regulatory audits, and out of necessity due to
travel restrictions, remote inspection approaches were developed [7,8]. Importantly, the
regulatory laboratory inspection basics did not change, still consisting of analytical data and
supporting documentation reviews, and discussions with site staff conducting the studies. 

Remote inspection approaches utilized portals and IT systems to effectively transfer electronic
data and supporting documents. Video conferencing facilities enabled virtual laboratory tours,
aided by using good quality video equipment, hand-held gimbal devices to stabilize the
camera and Bluetooth speakers [7]. Although technology and IT support propelled the ease of
virtual audits, key challenges remained including the time spent requesting and accessing
data, poor internet connection as well as conflicting time zones [8]. 

Alturas Analytics hosted the first remote FDA audit on 14 April 2020, which lasted 16 business
days [7]. Through sharing knowledge and experience a useful virtual audit checklist was
compiled, highlighting that clear communication with the authorities before the audit is
essential, to understand the documentation required and the platforms that will be used [3].  

The prominence of cybersecurity

While IT departments strive to be agile and adaptive, cybersecurity remains a high priority to
protect clients’ intellectual properties. A company’s IT support is vital to alert any cyberattacks
and system vulnerabilities, to patch systems, conduct user awareness training and implement
filtering and anti-malware technologies for emails [3]. A cybersecurity aware culture should be
fostered with periodic user awareness training and security policy [9]. 



Unfortunately, an increasingly common term used over the last few years is ransomware,
which is the infiltration of malware into a corporate network. This then encrypts files meaning
the business ceases to operate due to inaccessibility of the encrypted files. The threat actor
usually demands payment for decrypting the files or warns that the confidential information
will be made public. As IT systems are a crucial part of the bioanalytical laboratory it is
important to have a preventative action plan to reduce the risk of ransomware attacks
ensuring employees follow best practices to avoid infiltration [9].

For example, Alturas Analytics contracted an external security consulting firm to conduct
internal and external penetration tests, to assess cybersecurity policies and implementations
by Federal Government standards (NIST Cybersecurity Framework). This meant that the IT
infrastructure, environment and policies were secure and resilient [3]. Bo Cheng remarked on
the prevention of ransomware:  

The prevention of ransomware involves the entire company and heavily relies on
ordinary employees’ daily activities at their workstations. No technical measures taken

by IT will provide 100% protection.

Summary 

As technologies and platforms continually improve and innovative current practices, it is
paramount that automation is required to improve quality, timelines and return on investment.
To optimize the drug-development process, companies need to be able to acquire, integrate
and disseminate data to make strategic decisions [2]. Cybersecurity remains a high priority to
protect clients’ intellectual properties and requires continuous improvements to avoid
cyberattacks and system vulnerabilities. As companies adjust to a new normal post COVID-19
restrictions, it is likely that hybrid inspection programs will remain going forward as remote
audits have been an effective tool and the industry has seen big improvements in technology
[8]. Overall, automation needs to be embraced by the whole industry to allow everyone to
benefit [1]. 
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Infographic: The ultimate remote audit
checklist















































Presentation Notes
Full presentation available at AlturasAnalytics.com



Review the heightened ransomware attacks in recent years, analyze how

ransomware works and the damages it can cause to the corporate.

Raise awareness of ransomware for corporate leadership and ordinary employees.

Planning by the corporate management and best practices for ordinary employees

to mitigate the risk.

Recommend actions the IT Department can take to combat the ransomware attacks.

Session Description and Objectives

Recent High profile victims in US:

Globally there are 740 named victims in 02 2021 alone 
148% increase in ransomware attacks since the pandemic (sources: Forbes) 
The surge is probably due to a confluence of factors:

Ransomware Surge Since 2020

Garmin - July 2020
CNA Financial - March 2021
Applus Technologies - March 2021
Quanta Computer - April 2021
ExaGrid - May 2021
Colonial Pipeline - May 2021
JBS Meatpacking- May 2021
Kaseya (Irish with US headquarters) - July 2021

Popularity of anonymous payment (Bitcoin)
Hasty retooling of infrastructure to accommodate WFH by IT during the
pandemic
Maturing of ransomware ecosystem (ransomware for hire market)
Recent tensions in geopolitics



Targets businesses, asking for millions of dollars
Has become an ecosystem on dark web
RaaS (Ransomware as a Service) for hire, like "Killer for Hire"

History

Although Internet extortion could be traced back to late 1980's, ransomware did not
become popular until the arrival of anonymous payment (Bitcoin). The first notable
ransomware was Cryptolocker in 2013 - it targeted individuals and asked $300 in
exchange for the key.

Today's Ransomware

Infiltration of malware into corporate network.
The malware encrypts files it can access across the entire network, including hot
backups.
Business ceases to operate due to inaccessibility of encrypted files.
Threat actor demands payment for decrypting.
Increasingly, in some cases, confidential information is exfiltrated. Threat actor
threatens to make it for public view if not paid.

What is Ransomware?

Ransomware = Malware + Cryptography

For practical purpose, the victims cannot decrypt the files w/o the key from the threat
actor.



Ransom payment: Usually several million USD, in form of Bitcoin. About 70% of
victims choose to pay
Interruption: Usually a week or more even if you pay the ransom. For most victims it
took several weeks to come back to normal operation
Cost in forensic investigation, damage assessment and control
Legal ramifications if customer data is exfiltrated, possible restitution
Regulatory compliance: Data breach issues - HIPAA, GDPR, CCPA and many more
Reputation damage and loss of clients, contracts and revenue: Having the company
in such news headline alone is damaging enough

Clicking links in malicious emails
Opening attachments in malicious emails
Visiting malicious websites
Downloading malicious contents
Leaking credentials (passwords) accidentally or by malicious insiders

System Vulnerability Exploitation

Weak Information Security Policy

Security Misconfigurations by IT

The Damages

Ways of Malware Infiltration

Primary Way: Through User Interactions

                

91 % Cyberattacks Start with Phishing Emails (sources: PhishMe/Cofense)

Vulnerabilities in Exchange Server (Hafnium attack) eventually turned to
ransomware in March and April 2021 - many victims
SMBv1 EternalBlue vulnerability and WannaCry of 2017

Allowing weak or shared password
Giving users more privileges than they need
Not giving users clear guidance
Some small businesses may not have an Information Security Policy at all



Get Top Management Involved

Foster a Cybersecurity-aware Culture

Give IT Department Sufficient Resources

Consider Cybersecurity Insurance

PR Readiness

Periodic User Awareness Training

Conduct periodic phishing email exercise for all employees
Tag external emails

Prohibit personal use of work email
Actively discover system vulnerabilities and patch timely

Establish and enforce Information Security Policy

Reduce attack surface by reducing exposure on the Internet

Monitor security events and logs

Counter Measures

At Corporate Leadership Level

At IT Department Level

Cybersecurity has evolved to a business issue, no longer a simple technical issue

Cybersecurity is the responsibility of each employee, not just the IT Department

Money and manpower so it can act proactively

Especially important for small businesses to remain financially solvent if attacked 
Be aware of the coverage. Does it cover 3rd party (customers) IP loss?

When compromised if there is no corporate response or announcement, it
creates confusion and worry for customers and causes further reputation
damage

This is the #1 counter measure. No technical measure can offer 100% protection

Remind users such emails are potentially harmful
Promote zero-trust email security policy

Following vendors advisories and tech news

Access policies based on "Need to Know" and "Least Privilege" principles
Robust password policies
Multi factor authentication

Placing servers behind firewall/VPN if possible

SIEM (Security Information and Event Management) SIEM can be quite "noisy"



Establish and Maintain

Conduct Periodic Penetration Tests
Maintain a DMZ (Demilitarized Zone)

Maintain Robust Cold Backups

Partition storage servers

Have a contingency plan and mock test it

Follow Information Security Policy
Check with IT for emails from untrusted sources you are not sure of legitimacy
Don't open email attachments out of curiosity
Hover mouse to reveal the linked address in email web links before clicking
Utilized "Preview'' feature in Outlook before fully opening attachments
Report your computer's suspicious behaviors
Visit work related websites only
Never click "Clickbait"
Safeguard your passwords

At Ordinary Employee Level

Best Way to Combat Ransomware:
Prevention, Prevention and Prevention!

The prevention of ransomware involves entire company and heavily relies on ordinary
employees' daily activities at their workstations. No technical measures taken by IT will
provide 100% protection.

Firewall rules allowing utilized traffic only
Web filter to block malicious sites
Anti-virus at multiple places (emails, firewall and endpoints)

Placing high risk servers in DMZ

Off-line backups that malware cannot reach

Assign permissions per "need to know" principle to limit the damage

Contact Information: 
Bo Cheng, Ph.D. 
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